[~ POSITION

AGENCY/DEPT ID

DESCRIPTION DASS00000
DIVISION OR INSTITUTION UNIT OR OFFICE COUNTY OF EMPLOYMENT
Office of Information Technology Office of Security & Privacy Franklin
.
& [Ireclassification DXINew Position [] Update Position Hyperlinked ta  []
E Agency Organizational Tree
E w, | USUAL WORKING TITLE OF POSITION POSITION NO. AND TITLE OF iIMMEDIATE SUPERVISOR
z & | Data Security Specialist SEE TABLE OF ORGANIZATION
=B~y Permanent | J Classified Overtime: [] Eligible Exempt Bargaining Unit 14
= E 10 Temporary | O Unclassified PR 32
g S H] Intermittent | O] Essential If FLSA Exempt, exemption type: Page 1 of 2
NORMAL WORKING HOURS (Explain unusual or rotating shift):
First Shift Position LB_:_DO AM to 5:00 PM; Monday - Friday)
JOB DESCRIPTION AND WORKER CHARACTERISTICS
% Job Duties in Order of Importance Knowledge, Skills & Abilities
90 | Characterize and analyze network traffic to identify anomalous activity | Knowledge of (1) basic system admin-
and potential threats to network resources; Conduct research, analysis istration, network, and operating system
and correlation across a wide variety of all source data sets (indications | hardening techniques; (2) *general
and warnings); Conduct tests of Information Assurance safeguards in attack stages (3) host/network access
accordance with established test plans and procedures; Document and controls; (4)* collection management
escalate incidents; Examine network topologies to understand data processes, capabilities, and limitations;
flows through the network; Identify and analyze anomalies in network | (3) *common adversary tactics, tech-
traffic using metadata; Identify applications and operating systems of a | niques, and procedures in assigned area
network device based on network traffic; Identify network mapping and | of responsibility; (6) *Defense-In-Depth
- operating system (OS) fingerprinting activities; Monitor external data principles and network security archi-
= sources (e.g., Computer Network Defense vendor sites, Computer tecture; {7)* different classes of attacks
-g Emergency Response Teams, SANS, Security Focus) to maintain cur- {8) encryption methodologies; (9) dif-
=2 rency of Computer Network Defense threat condition and determine ferent operational threat environments;
E w which security issues may have an impact on the enterprise; Perform (10} different types of network commu-
: E event correlation using information gathered from a variety of sources nication (11} file extensions; (12) front-
a g within the enterprise to gain situational awareness and determine the end collection systems, including net-
8 c% effectiveness of an observed attack; Provide summary reports of net- work traffic collection, filtering, and
ﬂoﬂ = work events and activity relevant to Computer Network Defense prac- selection; (13) how traffic flows across
== tices; Provide timely detection, identification, and alerting of possible the network; (14) 1A principles and or-
_ attacks/intrusions, anomalous activities, and misuse activities and dis- ganizational requirements; (15) incident
tinguish these incidents and events from benign activities response and handling methodologies;
Receive and analyze network alerts from various sources within the (16)* intrusion detection methodologies
enterprise and determine possible causes of such alerts; Recommend and techniques for detecting host and
computing environment vulnerability corrections; Reconstruct a mali- network-based intrusions via intrusion
Q cious attack or activity based off network traffic; Triage malware detection technologies; (17) network
Use Computer Network Defense tools for continual monitoring and traffic analysis methods; (18) *new and
l/) analysis of system activity to identify malicious activity; Validate intru- | emerging IT and information security
\\ sion detection system (IDS) alerts against network traffic using packet | technologies; {19)* system and applica-
’\“‘ analysis tools. tion security threats and vulnerabilities;
) (20) roubleshooting basic systems and
E‘Q_ operating system related issues.
A Skilled in (21)* detecting host and net-
A work-based intrusions via intrusion de-
I tection technologies; (22} *collecting
E data from a variety of Computer
o
: g *Developed after employment.
O -
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Network Defense resources; (23)
*performing packet-tevel analysis (24)
recognizing and categorizing types of
vulnerabilities and associated attacks;
(25} *ticketing system management and
customer service.
Ability to: (26) interpret and incorpo-
rate data from multiple tool sources:
(27) define problems, collect data, es-
- tablish facts & draw valid conclusions;
= = (28) prepare meaningful, concise &
= .§ accurate reports; (29) communicate
= 2 verbally & in writing on technical &
r.g w non-technical matters; {30) cooperate
o E with co-workers on group projects; (31)
g = maintain confidentiality of sensitive
=4 % information; (32) prioritize & organize
assignments.
g
(=)
10 | Perform other duties as assigned (e.g., assist the Security Operations Knowledge of: 1-20*
tearn with various projects; etc.). Skill in: 21-25*
Ability to: 26-32
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