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< g Security Engineer SEE TABLE OF ORGANIZATION
S SIBJ Permanent | X Classified Overtime: (X Eligible [ Exempt Bargaining Unit 14
E Temporary | [J] Unclassified PR 35
§ Intermitient Essentlal If FLSA Exempt, exemption type: Page 1 of 1

NORMAL WORKING HOURS (Explain unusual or rotating shift):

FROM: B:00 am TO: 5:00 pm
I JOB DESCRIPTION AND WORKER CHARACTERISTICS

I % Jab Duties in Order of Importance Knowledge, Skills & Abilities

20 | Evaluates effectiveness and risk of IT processes. Recommends changes | Knowledge of: (1) Knowledge of Computer

s Netwark Defense policies, procedures; (2)
in IT procedures to meel customer needs. Kawledge of kov ieaTlic s oores the 5idt-

work (e.g.. Transmission Conirol Protocol (TCP)
Works with OISP, OIT Teams and agencies to develop and maintain and Entemet Protocol (IP), Open System Intercon-
the processes and procedures and recommends best practices in the nection Model (O51), Information Technalogy
support of enterprise security tools for the Office of information Securi- | nfmstructure Library, v3 (ITIL): (3) Knowledge
. ; g " " of 1A principles and organizational requirements
ty and Privacy (OISP) engineering build team (e.g. WAF, end point {relevant to confidentiality, inteprity, availability,
protection, web filtering, etc.). authenticalion, non-repudiation); (4) Knowledge
of intrusion detection system tools and applica-
tions; (53 Knowledge of network protocols such
as TCP/IP, Dynamic Host Configuration, Domain
Name System (DNS), snd directory services; (6)
Knowledge of network security architecture con-
cepts iyclpdhng lopnlozy._ prgloculs. components,
30 | Assists in Developing solutions design; works with IT Architect Eifﬁnf;?lfnfwﬁe;;pﬁﬁmoﬁm: :',::W,
staff, CIO or IT Manngers to design solutions that meet the agen- | methods: (8) Knowledge of processes for report-

4 ; i : : = i | ing network security related incidents; (9)
cy's requ:remems: assists analysis of r.hf’. solunfm design’s busi Krtowiedge of Hie types o inirsion dotpsiiein
ness case; authors’ portions of the solution business case. system hardware and software; (10) Knowledge

of web Rltering technologies; (11) Knowledge of

i . o s what canstitutes o network attack and the relation-
25 | Works with OISP security architects to design and deploy enter- slip 10 bath theests ond vidnerbilides

prise security tools (e.g. WAF, end point protection, web filter- Skills in: (12) Skill in protecting & network

ing, etc.), Trains lower level staff on new and updated security | ogcinst mahware; (13) Skill in securing network
3 communications; (14) Skill in tuning sensors
solutions, Abllity to: (15} interpre! and incorpo-rate
daote from multiple tool sources; (16) estab-
lish facts & draw valid con-clusions; (17)

25 | Works with vendors, other specialists and/or agencies to solve work in a team envi-ronment; (18) success- .

JOB TITLE

Infrastructure Specialist 3

integration problems. Conducts formal mentorship activities for | Mlly pass the State of Ohio Computer
: 4 5 d [SOCC] background check,
peers and/or Jower-level staff via verbal instruction or technical

documentation. Knowledge of (-11
Skill in 12-14
Abllity to 15-18

Knowledge of 1-5
, - Skill in 6 - 8,
Job duty, knowledge, skill, and ability statements at a lower-level | Ability ta 9 - 14.
are undersiood to be able to be performed at any higher level
Knowledge of -5 "
Skill in 6 - B. ) A
Ability to 9 - 14, z E/f
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