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Data Security Analyst 2
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LUSUAL WORKING TITLE OF POSITION
| Incident Handler/Forensic Analyst

Permanent
O Temporary
L Intermittent

POSITION NO. AND TITLE OF IMMEDIATE SUPERVISOR
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JOB DESCRIPTION AND WORKER CHARACTERISTICS
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Job Duties in Order of Impartance

Knowleclge, Skills & Abilities

Collect and analyze intrusion artifacts (e.g., source code, malware, and trojans)
and use discoverad data to enable mitigation of potential incidents within Lhe
enterprise; Conduct analysis of fog files, evidence, and other information in or-
der to delerming best metheds for identifying the perpetrator(s) of a network in-
trusion; Confirm what is known about an intrusion and discover new infor-
mation, if possible, alter identifying intrusion via dynamic analysis; Decrypl
seized data using technical means ; Document original condition of digital
andfor associnted evidence (e.g.. via digital photographs, written repors, etc.);
Ensure chain of custody is followed for all digital media acquired in accordance
with the Federal Rules of Evidence; Examine recovered data for information of
relevance to the issue at hand; Perform file signature analysis; Perform static
analysis 1o mount an "image” of a drive; Perform static malware and media
analysis ; Perform timeline analysis; Perform virus scanning on digital media;
Prepare digital media for imaging by ensuring data integrity (e.g., write block-
ers in accordance with standard operating procedures); Provide technical assis-
tance on digital evidence maters 1o appropriate personnel; Provide Llechnical
summary of findings in accordance with established reporting procedures;
Serve ns technical experts and liaisons to law enforcement personnel and ex-
plain incident details, provide testimony, etc.; Use an array of specialized com-
puter investigative techniques and programs 1o resolve the investigation; Use
network monitoring toals 1o capture and analyze network traffic associated with
malicious activity: Use specialized equipment and techniques to catalog, docu-
ment, extract, collect, package, and preserve digital evidence; Write and publish
guidance and reports on incident findings to appropriate constituencies; Corre-
late incident data 1o identify specific vulnerabilities and make recotnmendations
thal enable expeditious remediation; Monitor external data sources to maintain
currency of threat condition and determine which security issues may have an
impact on the enterprise; Perform command and contro} functions in response
ta incidents; Perform incident tringe to include determining scope, urgency, and
potential impact; identify the specific vulnerability and make recommendations
that enable expeditious remediation; Serve as technical expert and liaison (o law
enforeement personnel and explain incident details as required; Track and docu-
ent incidents from initial detection through final resulution; Write and publish
guidance and reports on incident findings to sppropriate constituencies: Per-
form real-time Incident Handling (e.g., forensic collections, intrusion correla-
tionftracking, threat analysis, and direct system remediation) tasks 1o suppor
deployable Incident Respanse Teams (IRTS),

Knowledge ofs (1) database procedures
used for documenting and querying reported
incidents; (2) disaster recovery continuity of
operations plans; (3) enterprise incident re-
sponse program, roles and responsibilities;
(4) incident categories, incident response
and timelines for responses; (3) incident re-
sponse and handiing methodelogies, (6)
root cause nnalysis for incidents (7} applica-
ble laws (e.g., Electronic Communications
Privacy Act, Foreign Intelligence Surveil-
lance Act, Protect America Act, search and
seizure laws, civil liberties and privacy laws,
eic,); (8) basic concepts and practices of
processing digital forensic daa;(9) basic
physical computer components and architec-
tures, including the functions of various
components and peripherals (e.g., CPUs,
Network Interface Cards, data storage); (10)
cominton Torensics tool configuration and
support applications (e.g.. YMWare,
WIRESHARK); (11) hacking methodolo-
gies in Windows or Urix/Linux environ-
ment; (12) how different file types can be
used for anomalous behavior; (13} investiga-
tive implications of hardware, Operating
Systems, and network technologies ; (14) le-
gal rules of evidence and count procedure;
(15) malware analysis concepts, methadolo-
gies and tools; (16) processes for collecting,
packaging, transporting, and storing elec-
tronic evidence 10 avoid alteration, loss,
physical damage, or destruction of data;

(17) seizing and preserving digital evidence
(e.g.. chain of custody); (18) diffecent clas-
ses of attacks (e.g., passive. active, insider,
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JOB TITLE
Data Security Analyst 2

JOB CODE
12383

close-in, distribution, etc.); (19) different
operational threm environments; (20)general
attack stages; (21) intrusion detection meth-
odologies and fechniques for detecting host
and network-based intrusions via intrusion
detection technologies; {22) network traffic
analysis methods; (23) packet-level analy-
sis; (24) security event correlation tools;
(25) system and application security threats
and vuinerabilities.

Skills in: (26) performing root cause analy-
sis for incidents; using incident handling
methodologies; (27) handling malware; (28)
performing damage assessments; (29) pre-
serving evidence integrity sccording to
standaed operating procedures or national
standards; (30) analyzing ancmalous code as
malicious of benign; (31) analyzing memory
dumps to extracl information; (32) analyzing
volatile data; (33) collecting, processing.
packaging, transporting, and storing elec-
tronic evidence o avoid alieration, loss,
physical damage, or destruction of data,

(34) identifying and extracting data of foren-
sic interest in diverse media (media foren-
sics) ; (35) physically disassembling PCs;
(36) setting up a forensic workstation: (37)
using binary onalysis tools (e.g., Hexedit,
xxd, hexdump): (38) using forensic toal
suites {e.g., EnCase, Sleuthkit, FTK) ; (39)
using virtual machines *

Ability to: (40) Ability to decrypt digita!
data collections; (41) interpret and incotpo-
rate data from multiple tools sources; (42)
get along with others.
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Create a forensically sound duplicate of the evidence (forensic image) that en-
sures the original evidence is not unintentionally modified, to use for data re-
covery and analysis processes. This includes, but is not limited to, hard drives,
floppy diskettes, CD, PDA, mobile phones, GPS, and all tape formats; Perform
file system forensic analysis; Perform hash comparisan againsi established da-
tabase; Perform live forensic analysis (e.g., using Helix in conjunclion with
LiveView) ; Recognize and accurately report forensic antifucts indicative of a
particular operating system; Review forensic images and other data sources for
recovery of potentially relevant information ; Utilize deployable forensics tool
kit to support operations ns necessary; Formulate a strategy to ensure chain of
custody is maintained in such a way that the evidence is not altered (ex:
phones/PDAs need a power source, hard drives need protection from shock and
strong magnetic fields); Mdentify digital evidence for examination and analysis
in such a way s to avoid unintentional alteration,

Performs other related duties as needed; work as a team lead and assist other
stafT when needed. Assist lower level data security personne! in ingident re-
sponse and incident analysis processes.

*This position requires the employee to be able to obtain a SECRET
level U.S. Government security clearance.

Knowledge of: 1-25
Skill in 26-39
Ability to 40 - 42

Knowledge of: 1-25
Skill in 26-3%
Ahility to 40 - 42
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