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JOB CODE

DIVISHON OR INSTITUTION UNIT OR CGFFICE COUNTY OF EMPLOYMENT
Office of Information Technology Security & Privacy Frankiin
[<IReclassification [ Inew Position <] Update Position Hyperlinked to  []
Agency Organizational Tree

USUAL WORKING TITLE OF POSITION | POSITION NO. AND TITLE OF IMMEDIATE SUPERVISOR

POSITION NUMBER
20073527

Information Security Officer 20006619  Information Technology Consultant 3
X Permanent | ] Classified Overtime: [_] Eligible Exempt Bargaining Unit
[0 Temporary Unclassified
[J Intermittert | [} Essential If FLSA Exempt, exemption type: Page 1 of 2
NORMAL WORKING HOURS (Explain unusual or rotating shift).
FROM: 800 am TO: 5:00 pm
JOB DESCRIPTION AND WORKER CHARACTERISTICS
% Job Duties in Order of Importance Knowledge, Skills & Abilities

45 | Provides technical advice & direetion to OAKS administrators & assis- § Knowledge of (1) computer science! (2)
tant adnmnistrators regarding any & all facets of information technology | computer security best practices; (3)
(IT) security standards & best practices: recommends & implements T | policy development; {4) business/IT
security standards & best practices for Ohio Administrative Knowledge | planning; (5) network security meas-

Systerm (OAKSR) production & project environment; maintains ap- ures, equipment & software; (6) Federal
proved standards & best practices for OAKS security infrastructure; statutes, regulations, policies, & guide-_.
directs OAKS staff members in development, publication, & enforce- lines pertaining to computer security;
ment of I'T security policies, strategic & tactical security plans, goals, & | (7) technical writing techniques; (8)
objectives. TCP/IP protocols; (9) computer hard-

ware systems; (10) integration of fire-
walls, intrusion detection/prevention
systems, users authentication systems,
virtual private networks; (11) computer
networking both wired & wireless; (12}
disaster recovery planning; {13) security
architecture; (14) division & agency
policies & procedures®,

Skill in (15) operation of personal com-
puter & associated hardware/sofiware;
Ability to (16) create & read flowcharts;
{17) read pseudocode; (18) interpret
extensive variety of technical material
m books, manuals, & networl/system
diagrams; (19) cooperate with cowork:"
ers on projects & group activities; (20)
maintain security certification [e.g.,
Certified Information Security Manager
{CISM), Certified Information Systems.
Security Professional (CISSP); Certi-
fied Information Systems Auditor (CI-
SA}, Certified Information Privacy Pro-
fessional (CIPP)].

JOB CODE TITLE

Information Technologv Consultant 3
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POSITION
DESCRIPTION

AGENCY/DEPT ID
DAS510120

CHVISION OR INSTITUTION
Office of Information Technology

UNIT OR OFFICE
Security & Privacy

COUNTY OF EMPLOYMENT
Franklin

Reclassification

DNew Position @ Update

[

Agency Organizational Tree

Position Hyperiinked to

USUAL WORKING TITLE OF POSITION

POSITION NOC. AND TITLE OF IMMEDIATE SUPERVISOR
Information Technology Consultant 3

POSITION NUMBER
20073527

Information Security Officer 20006619

Permanent | {_] Classified Overtime: { | Eligible [X] Exemot
[J Temporary | I Unclassified

(1 Intermittent | [] Essential If FL.SA Exempt, exemption type:

Bargaining Unit

Page 2 of 2

NORMAL WORKING HOURS (Explain unusual or rotating shift):

10

10

JOB CODE TITLE

Information Technologv Consultant 3

needs: develops, & maintains strategy for response to security breach-
gs; reviews agency nussion specific policies & procedures required for
incorporation into OAKS; assists in staff training throughout CAKS &
business owner agencies as necessary.

Participates as team member of Office of Information Technology
(OIT) Security Incident Response Team: directs & trains team mem-
bers in incident response procedures & responses; provides subject mat-
ter expertise for development of enterprise security standards, policies,
procedures & assessments.

Performs other administrative functions as required; prepares reports &

analyses on assigned administrative & support functions; attends &/or
conducts meetings; manages special projects;

Position is unclassified per 124, 11{A}9} of Ohio Revised Code.

FROM: 8:00 am TO: 5:00 pm
JOB DESCRIPTION AND WORKER CHARACTERISTICS
% Job Duties in Order of Importance Knowledge, Skills & Abilities
35 | Assist QAKS program adminisirators & staff in identifying security Knowledge of 1, 2,5, 6,9, 10,11, 12,

13, 14*
Skill in 15
Ability to 16, 17, 18, 19, 20

Knowiedge of 1,2,3,4,5,6,7,9, 10,
11, 12, 13, 14, (21} basic computer fo-
rensic procedures; '
Skillin 13,

Ability to 16, 17, 18, 18, 20

Knowledge of 1, 2, 5,6,9, 10, 11, 12,
13

Skillin 15

Ability to 16, 17, 18, 19

*developed after employment
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