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DIVISION OR INSTITUTION UNIT OR OFFICE COUNTY OF EMPLOYMENT
Office of Information Technology Office of Security & Privacy Franklin
This row is for Information PRIMARY TECHNOLOGY (IT ONLY) SECONDARY TECHNOLOGY (IT ONLY)
Technology classifications ONLY Networking and Security Windows Server 2003 and 2008
———— M R A
e IX)Reclassification [ New Position [ ] Update Position Hyperlinkedto [
Agency Organizational Tree l
. USUAL WORKING TITLE OF POSITION POSITION NO. AND TITLE OF IMMEDIATE SUPERVISOR
> o IT Manager SEE TABLE OF ORGANIZATION
S =X Permanent | [] Classified Overtime: [] Eligible Exempt Bargaining Unit 22
=S |0 Temporary I Unclassified PR 16
g AR intermittent | ] Essential If FLSA Exempt, exemption type: Page 1 of 2
NORMAL WORKING HOURS (Explain unusual or rotating shift):
8:00 AM to 5:00 PM — however, the position is SUBJECT TO CALL 24/7
JOB DESCRIPTION AND WORKER CHARACTERISTICS
Yo Job Duties in Order of Importance Knowledge, Skills & Abilities
20 | On behalf of the Ohie Department of Administrative Services (DAS), Knowledge of (1) Computer Network J
Office of Information Technology (OIT}, Office of Security & Privacy, | Defense policies, procedures, and regu-
responsible for supervising a team of infrastructure specialist, data se- lations; (2) networking and security; (3)
curity analyst, and college interns to develop, build, run & evaluate windows server 2003 and 2008; (4) IT
— statewide IT security systems. Responsible for evaluating current IT security systems; (5) supervision; com-
i policies, procedures and practices & recommending necessary changes. | puter security best practices; (6) Federal
g Will lead IT driven change effort, as well as participate in activities statutes, regulations, policies, & guide-
= involving project/task and ensure meeting all required deadlines. Su- lines pertaining to computer security;
= pervises staff: assigns & reviews work; conducts & prepares perfor- (7) division & agency policies & proce-
B mance evaluations; approves leave requests utilizing the Ohio Adminis- | dures*,
-] trative Knowledge System (OAKS) running on PeopleSoft Application; | Skill in (8) operation of personal com-
= g provides training & career development to effectively and efficiently puter & associated hardware/software.
s meet project goals; assists in hiring process & makes hiring recommen- | Ability to (9) interpret extensive variety
g 53 dations. of technical material in books, manuals,
= g & network/system diagrams; (10) coop-
= erate with coworkers on projects &
g group activities; (11) maintain security
s certification [e.g., Certified Information
E Security Manager (CISM), Certified
Information Systems Security Profes-
sional (CISSP); Certified Information
Systerns Auditor (CISAY), Certified In-
‘g formation Privacy Professional (CIPP)];
(12) be on call 24 hours a day, 7 days a
\‘)\ week if necessary.
3
fn 70 | Perform system administration on specialized Computer Network De- Knowledge of (13) how traffic flows
(\\6 fense applications and systems (e.g., endpoint protection, intrusion pre- | across the network (e.g., Transmission
N vention /detection systems, web application firewalls, etc.) to include Control Protocol [TCP] and Internet
installation, configuration, maintenance, and backup/restore. Adminis- | Protocol [IP], Open System Intercon-
0 ter Computer Network Defense test bed and test and evaluate new nection Model [OSI], Information
% Computer Network Defense applications, rules/signatures, access con- Technology Infrastructure Library v3
b trols, and configurations of Computer Network Defense platforms. [ITIL1); (14) TA principles and organi-
Lead identification, prioritization, and coordination of the protection of | zational requirements (refevant to con-
g critical Computer Network Defense infrastructure and key resources. fidentiality, integrity, availability;
o . .
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NORMAL WORKING HOURS (Explain unusual or rotating shift):

8:00 AM to 5:00 PM — however, the position is SUBJECT TO CALL 24/7

ﬂ
JOB DESCRIPTION AND WORKER CHARACTERISTICS

% Job Duties in Order of Importance

Knowledge, Skills & Abilities

Coordinate with Computer Network Defense Analysts to manage and
administer the updating of rules and signatures (e.g., intrusion detec-
tion/protection systems, anti-virus, and content blacklists) for special-
ized Computer Network Defense applications.

10 | Other duties as assigned.

JOB TITLE
Information Technologv Manager 1

A‘l’ D> DD 371y pegs

(15) advanced authentication, non-
repudiation); {16) incident response and
handling methodologies; (17) intrusion
detection system tools and applications;
(18) network security architecture con-
cepts including topology, protocols, |
components, and principles (e.g., appli-
cation of Defense-in-Depth).

Skill in 8

Ability to 9-12

Knowledge of 5, 7*
Skill in 8
Ability to 12

| Y44

JOB CODE
64132

List Position Numbers & Job Titles of Positions Directly Supervised: SIGNATURE OF AGENCY REPRESENTATIVE

Llun it EFovn zZ

ADM 4107 R 5-09 An Equal Opportunity Employer



