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DESCRIPTION
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Office of Information Technology Office of Security & Privacy Franklin
This row is for Information PRIMARY TECHNOLOGY (IT ONLY) SECONDARY TECHNOLOGY (IT ONLY)
Technology classifications ONLY

o Identifies documents and analyzes business requirements:

- Develops and implements a corresponding plan consistent with
the statewide IT policy on privacy & cybersecurity training and
awareness and that assist agencies with meeting state and federal
legal requirements (ORC 1347.15, HIPAA, IRS 1075, etc.).

Business Process Analyst 2

+ Creates Information Technology process flows and flowcharts:

- Plans techniques and formats for classroom environments (e.g.,
lectures, demonstrations, interactive exercises, multimedia
presentations) and non-classroom environments (e.g., video
courses, personal coaching, web-based courses).

Job duty, knowledge, skill, and ability statements at a lower-level are
understood to be able to be performed at any higher level,
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JOB DESCRIPTION AND WORKER CHARACTERISTICS
%o Job Duties in Order of Importance Knowledge, Skills & Abilities
55 | On behalf of the Department of Administrative Services (DAS), Office | Knowledge of: (1) oral & written
of Information Technology (OIT), Office of Security & Privacy the communication tools & techniques; (2)
position is responsible for: customer support & personal service,
. (3) state & agency policy, procedures &
> Gathers & analyzes information from stakeholders, business owners, | applicable laws*; (4) mathematic prin-
customers and management for implementation of information tech- ciples relative to assigned area in IT; (5)
nology solutions: vision, mission & goals of agency*’ (6)
IT principles, method tices i
- Conducts privacy & cybersecurity training and awareness needs | o s? ;‘;r:;l[:; : cir;;ltay a?re:'gé',’l;r? ec CL‘:}SC;?
assgssment. L. x . L writing & documentation practices; (8)
- Assists agencies in identifying, developing and delivering role- agency network design & infrastructure;
E based privacy & 'cybersecurity training for' executives and man- (9) cost-benefit analysis methods; (10) ’
= agers, [T professionals (e.g. on secure coding methods), and pri- technology design.
g vacy and informgtion s_ecurity professionals (e.g. training to de- Skill for: (11) service orientation; (12)
S velop cybersecurity skillsets). critical thinking, complex problem solv-

ing, judgment & decision making; (13)
assuring quality; (14) identifying &
specifying business requirements &
developing & interpreting policy; (15)
strategies governing the planning &
delivery of IT services.

Ability to: (16) prepare meaningful,
accurate & concise reports; (17) stay
abreast of current technologies in area
of IT assigned.

*developed after employment
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JOB TITLE
Business Process Analvst 2

25

Ao 1o B¢ res

- Designs and updates training curriculum, course content, and
training documentation (e.g., course content documents, sched-
ules of instruction, course descriptions).

- Wriies instructional materials to provide detailed guidance to rel-
evant portion of the workforce.

s Analyzes, reviews, and recommends possible solutions to identified
business problems thru the implementation of technical solutions:

- Identifies and acquires or develops training courses, classes, online
modules, etc.

- Manages basic privacy & cybersecurity awareness training for
agencies to provide to state employees and other users of State sys-
tems.

» The position will perform validation of solutions by analyzing the end
product and the requirements specifications.

e Performs as liaison between various stakeholders, managing stake-
holder expectations and ensuring successful comrunications between
project tearm members.

- Guides employees through relevant development and training
choices.

- Drafts tips, alerts, posters, etc.; develops content for in-
fosec.ohio.gov.

- Supports Federal and State cybersecurity workforce development
efforts; coordinates incident response fraining exercises.

Job duty, knowledge, skill, and ability statements at a lower-level are
understood to be able to be performed at any higher level,

Knowledge of 1-10*
Skill for 11-15
Ability to 16-17

*developed after employment
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and changes related to processes, projects and procedures.

- Coordinates privacy & cybersecurity awareness and outreach to the
public, the state workforce, state agencies, local governments, pub-
lic universities, K-12 schools, the business community and others;

- Develops privacy & cybersecurity awareness communications and
events;

- Coordinates activities and events such as CyberDay, Privacy Day,
Cybersecurity Month, MS-ISAC poster contest, etc.;

» Assists in developing project task plans, leading meetings and other
related tasks to gather and coordinate activities for requirements gath-
ering.

® Answers questions and presents mentorship opportunities to peers
and/or lower-level staff via conversation, observation or technical
documentation,

Job duty, knowledge, skill, and ability statements at a lower-level are
understood to be able to be performed at any higher level.
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