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[l Permanent | [ ] Classified Overtime: [_] Eligible Exempt Bargaining Unit 22
bd Temporary Unclassified PR N/A
[ Intermittent | [ ] Essential If FLSA Exempt, exemption type: Page 1 of 1

NORMAL WORKING HOURS (Explain unusual or rotating shift):

FROM: 8:00 a.m. TO: 5:00 p.m.
JOB DESCRIPTION AND WORKER CHARACTERISTICS
% Job Duties in Order of Importance Knowledge, Skills & Abilities
80 | Works with the Information Security Monitoring team for the Ohio Knowledge of: (1) basic system ad-

20

Department of Administrative Services (DAS), OIT/Office of Security
& Privacy: conducts research on various malware and security threats;
compiles data and creates reports; assists with security monitoring; as-
sists with the development of security advisories and alerts for distribu-
tion to state agencies; develops PowerPoint* presentations for briefings
and unit meetings.

Performs other related duties as needed: assists with maintaining call
list, represents the Office of Information Security and Privacy to inter-
nal and external customers.

Position is in unclassified service per Section 124.11(A12) of Ohio
Revised Code.

ministration, network, and operating
system hardening techniques; (2)
*common network tools (e.g., ping,
traceroute, nslookup, etc.) (3)* incident
response and handling methodologies;
(4) * new and emerging IT and infor-
mation security technologies;

Skilled in: (5) operation of microcom-
puters & peripheral equipment; (6) use
of Office Suite software

Ability to: (7) define problems, collect
data, establish facts & draw valid con-
clusions; (8) interpret a variety of in-
structions in written or oral form; (9)
deal with many variables & determine
specific actions; (10) organize infor-
mation from a variety of sources into
clear, concise, accurate & meaningful
summaries; (11) communicate orally &
in writing on technical & non-technical
matiers; (12) use proper research meth-
ods in gathering data.

Knowledge of: 1,2, 3,4
Skillin: 5,6
Ability to: 7, 8,9, 10,11, 12

Preferred major of study: Information
Security; Cyber Security, Information Tech-
nology

Preferred completed course work: Intru-
sion Detection, Incident Handling, Intnision
Analysis, Information Security, Digital Fo-
rensics.
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