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FROM; 800 am TO: 5:00 pm

NORMAL WORKING HOURS (Explain unusual or rotating shift):

JOB DESCRIPTION AND WORKER CHARACTERISTICS

% Job Duties in Order of Importance

Knowiedge, Skills & Abilities

tation.

JOB TITLE

Infrastructure Specialist 2

40 | Installs, maintains, configures, upgrades and/or administers hardware
and/or software independently in server administration, business conti-
nuity, information security, and SAN where technical work requires
specific knowledge to evaluate, select, adapt & modify standard proce-
dures; devises new approaches to problems encountered. Diagnoses,
analyzes and resolves issues for customer(s) across assigned multiple
technology domains. Creates, organizes, files and maintains documen-

templates, vCenter)

Knowledge of: (1} oral & written
communication tools & techniques; (2)
customer support & personal service
technical writing & documentation
practices; (3) Microsoft Server Tools
{e.g.,.WSUS, Microsoft Update, per-
fmon, task manager, server manager,
services.msc, event logs, Pow-
ershell,Microsoft Cluster Manager,
Storage Manager); (4) IT principles,
methods & practices in Microsoft Serv-
er; (5) software distribution tools &
configuration management & mecha-
nisms; (6) organizations operation envi-
ronment, topology, & protocols;

{7) back-up & recovery techniques;

(8) performance monitoring methods;
(9} installation & configuration proce-
dures; (10) system administration meth-
ods & procedures; (11} operating sys-
tems installation & configuration pro-
cedures; (12) Microsoft Technologies
{e.g. Server 2008, Server 2012, IIS, MS
DNS, MS DHCP, Microsoft Clustering
Services, Active Directory); (13)
Vmware tools & technologies {e.g.
Vmware snapshot, quiescence, Vmware
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Skill for: (14) service orientation; (15)
installation; (16) troubleshooting; (17}
critical thinking; (18) operation moni-
toring; (19} judgment & decision mak-
ing; (20) systems analysis {21) opera-
tion analysis; (22} identifying & speci-
fying business requirements; (23) using
data recovery tools & techniques; (24)
systems evaluation & complex problem
solving.

Ability to: (25) prepare meaningful
accurate & concise reports; (26) stay
abreast of current technologies in area
of IT assigned; (27) define problems,
collect data, establish facts & draw val-
id conclusions.

JOB TITLE

Infrastructure Specialist 2

30 Reviews and monitors enterprise security systems; takes appropriate IS(]?;JI“'}:(‘?E{;{;;'B
action and responds to alarms/alerts per agency policy and procedure Abl'i's or.. 75"',) 7
(e.z.. anti-virus, spam). ility to: 25-2

15 | 1nterfaces with other platforms from a hardware and/or software per- Isiéﬁ?}f:-gtigfa 2"1 3
spective. o
Spective Ability to: 25-27

15 Knowledge of: 1-13

Answers questions and presents informal mentorship opportunities to
peers and/or lower-level staff via conversation, observation or technical
documentation

Skills for: 14-24
Ability to: 25-27
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