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propriate senior leadership of changes affecting the organization's in-
formation security posture; assure successful implementation and func-
tionality of security requirements and appropriate IT policies and pro-
cedures that are consistent with the organization's mission and goals;
define and/or implement policies and procedures to ensure protection of
critical infrastructure (as appropriate); ensure plans of actions and
milestones or remediation plans are in place for vulnerabilities identi-
tied during risk assessments, audits, inspections, etc.; ensure that in-
formation assurance requirements are integrated into the continuity
planning for the organization(s); ensure that protection and detection
capabilities are developed consistent with organization-level security
architecture; evaluate and approve development efforts to ensure that
baseline security safeguards are appropriately installed; evaluate cost
benefit, economic, and risk analysis in decision making process; identi-
fy security requirements specific to an IT system in all phases of the
System Life Cycle; participate in information security risk assessments;
participate in the acquisition process as necessary, following appropri-
ate supply chain risk management practices; participate in the develop-
ment or modification of the computer environment security program
plans and requirements; prepare, distribute, and maintain plans, instruc-
tions, guidance, and standard operating procedures concerning the secu-
rity of system(s) operations; provide system related input on security
requirements to be included in statements of work and other appropriate
procurement documents; recognize a possible security violation and
take appropriate action to report the incident, as required; recommend
resource allocations required to securely operate and maintain an organ-
ization; supervise or manage protective or corrective measures when an
IA incident or vulnerability is discovered; Support necessary compli-
ance activities (e.g., ensure system security configuration guidelines are
followed, compliance monitoring occurs, etc.)
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60 | Supervise agency information security officers; advise CISO and ap- Knowledge of: (1) Risk Management

Framework requirements;(2) applicable
business processes and operations of cus-
tomer organizations; (3) applicable laws
(e.g.., Electronic Communication Privacy
act, privacy laws, etc.) and/or administrative
/criminal legal guidelines and procedures
relevant to work performed; (4) critical IT
procurement requirements; (5) of current
and emerging threats/threat vectors; (6)
current industry methods for evaluating,
implementing, and disseminating IT security
assessment, monitoring, detection and re-
mediation tools and procedures utilizing
standards-based concepts and capabilities;
(7) disaster recovery plans; (8) enterprise
incident response program, roles, and re-
sponsibilities; (9) 1A principles used to
manage risks related to the use, processing,
storage, and transmission of information or
data; (10) industry-standard and organiza-
tionally accepted analysis principles and
methods; (11) IT supply chain security/risk
management policies, requirements, and
procedures; (12) known vulnerabilities from
alerts, advisories, errata, and bulletins; (13)
of measures or indicators of system perfor-
mance and availability; (14) network securi-
ty architecture concepts including topology,
protocols, components, and principles (e.g.,
application of Defense-in-Depth); (15) net-
work systems management principles, mod-
els, methods (e.g., end-to-end systems per-
formance monitoring), and tools; (16) new
and emerging IT and information security
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technologies; (17) organization's risk tolerance
and/or risk management approach; (18) Personal-
ly Identifying Information (PII) and personal
Payment Card Industry (PCI) data security stand-
ards; (19) relevant laws, policies, procedures, or
governance as they relate to work that may impact
0 critical infrastructure; (20) risk management
= processes, including steps and methods for as-
s sessing risk; (21) server and client operating
= systems; (22) systems lifecycle management
g principles, including software security and usabil-
< ity; (23) the organization*.
o Skill in:. (24) creating policies that reflect system
3 a security objectives; (25) determining how a
= 2 security system should work (including its resili-
= g ence and dependability capabilities) and how
= 5 changes in conditions, operations, or the environ-
- 8 ment will affect these outcomes; (26) evaluating
3 = the trustworthiness of the supplier and/or product
= g Ability to: Ability to (27) create & read
E = flowcharts; (28) read pseudo code; (29) interpret
= extensive variety of technical material in books,
E manuals, & network/system diagrams; (30) coop-
& erate with coworkers on projects & group activi-
= ties.
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